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CRYPTOGRAPHY: VIGENERE CIPHER 
 

1. The Vigenère Cipher 
The Vigenère cipher, was invented by a Frenchman, Blaise de Vigenère in the 16th century. It is a polyalphabetic 
cipher because it uses two or more cipher alphabets to encrypt the data. In other words, the letters in the Vigenère 
cipher are shifted by different amounts, normally done using a word or phrase as the encryption key . Unlike the 
monoalphabetic ciphers, polyalphabetic ciphers are not susceptible to frequency analysis, as more than one letter in 
the plaintext can be represented by a single letter in the encryption. 

 
2. The Vigenère Square 
Blaise de Vigenère developed a square to help encode messages. Reading along each row, you can see that it is a 
really a series of Caesar ciphers the first has a shift of 1, the second a shift of 2 and so. 
(please see the Annex). 

The Vigenère cipher uses this table in conjunction with a key to encipher a message. 

So, if we were to encode a message using the key COUNTON, we write it as many times as necessary above our 
message. To find the encryption, we take the letter from the intersection of the Key letter row, and the Plaintext letter 
column. 

Key C O U N T O N C O U N T O N 

Plaintext V I G E N E R E C I P H E R 

Encryption X W A R G S E G Q C C A S E 

To decipher the message, the recipient needs to write out the key above the ciphertext and reverse the process. 

3. Questions 

1. Encrypt "TOBEORNOTTOBE" using a Vigenère Cipher with key word RELATIONS. 

2. Decrypt " DPNZSAGNOYHKCBVUX", knowing that this message was encrypted using a Vigenère Cipher with 
key word KING. 

3. The ciphertext " DHQELXYIFTWGVBXPVBUTTPQBUDFZWNMFQC" was obtained by encrypting the text " 
WHETHERITISNOBLERINTHEMINDTOSUFFER" using a Vigenère Cipher. Can you find the key word that 
was used? 

 
 
 

[Source: Royal Holloway, University of London (RHUL)] 
 
 
 
 
 
 
 
 
 
 
 



 
Annex: Vigenere Square 
 

  A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

A A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

B B C D E F G H I J K L M N O P Q R S T U V W X Y Z A 

C C D E F G H I J K L M N O P Q R S T U V W X Y Z A B 

D D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

E E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 

F F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

G G H I J K L M N O P Q R S T U V W X Y Z A B C D E F 

H H I J K L M N O P Q R S T U V W X Y Z A B C D E F G 

I I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 

J J K L M N O P Q R S T U V W X Y Z A B C D E F G H I 

K K L M N O P Q R S T U V W X Y Z A B C D E F G H I J 

L L M N O P Q R S T U V W X Y Z A B C D E F G H I J K 

M M N O P Q R S T U V W X Y Z A B C D E F G H I J K L 

N N O P Q R S T U V W X Y Z A B C D E F G H I J K L M 

O O P Q R S T U V W X Y Z A B C D E F G H I J K L M N 

P P Q R S T U V W X Y Z A B C D E F G H I J K L M N O 

Q Q R S T U V W X Y Z A B C D E F G H I J K L M N O P 

R R S T U V W X Y Z A B C D E F G H I J K L M N O P Q 

S S T U V W X Y Z A B C D E F G H I J K L M N O P Q R 

T T U V W X Y Z A B C D E F G H I J K L M N O P Q R S 

U U V W X Y Z A B C D E F G H I J K L M N O P Q R S T 

V V W X Y Z A B C D E F G H I J K L M N O P Q R S T U 

W W X Y Z A B C D E F G H I J K L M N O P Q R S T U V 

X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W 

Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X 

Z Z A B C D E F G H I J K L M N O P Q R S T U V W X Y 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


